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Executive Summary

This background paper aims to provigeactitioners in theSanitary and Phytosanitary (SR®@a
involved in trade transactionwith basic information on the concepts of paperless trade, the role of
electronic SPScertification, and how it relates to other trade proceduyesoting that SPS
certification is one proess of many in the enb-end supply chain jrcess.

Issues with papebasedcrossborderexchange of SR®rtificatesspecifically and papdrased trade

in generalare linked withcommunity safety risksadministrative costsand delays in clearanceue

to double entry of datamanual matching processggansmission delays, amésultng errors and
corrections.A keybenefit of electronicSP&ertificates in particular, andther certificatesissued by

the authorities of theexportiing country in respores to the importingcountry requirements is
enhanced authenticity and integrity ahe data contained in thecertificate. For SPS, this is
accompanied with improvedafety of the consignmentand reduction infraud opportunities The
recommended process fer the electroniccertificate to be sentdirectly from the issuingcompetent
authority in the exporting country to theompetentauthority in the importing country. Electronic
certificatesalso provide improved efficiency reduced administrative cos@nd reduced clearance
times due to electronic transmissiowith automated validation and cross checking against the
import permit and import declaration Theopportunities forfaster clearance and preferabjyre-
arrival clearancare especially critical fgperishableagriculturaland foodproducts.The reductionn

time required to clear the goods contributes to the swift movement of food fsanplus to deficit
areas, hence contributing to food securifys an indication of theossible benefit®f implementing
electronic export side certificates required for impoat) Asia Pacific Economic Cooperation (APEC)
study* analysed the benefits of an Electronic Certificate of Origh€@ exchanged between
exporters in Korea and importers in Chinese Taipei and estimated that on average, exporters
experienced a reduction of two days in processing time and total savingSIf244 per container
(Twenty Foot Equivalent Unit (TEU), while importers experienced a reduction of three days in
processing time and total savings of USD 397 per container (TEU).

There are a plethora of standards, recommendations and developments tist asgh the
implementation of Government to Government G2Q paperless trade and electronic SPS
certificatesWT O’ s Trade Facilitation Agreement support
United Nation's Economic and Social Commission for Asia andPaific NESCAP &egional
Arrangement on Facilitation d@@rossBorderPaperless Trade in Asia and the Paaifias to simplify

the mutual recognition and interoperability of electronic documenitiited Nations Centre for
Trade Facilitation and Eleomic Business (UN/CEFAQT has developed a number of
recommendations which are relevant to the implementation of paperless trade facilities and
electronic data structure standards for information exchange. The World Customs Organization
(WCO) has provided the WCO Data Model that consists of standardize@wsable components,

to meet the procedural and legal needs of Customs and its partner-barser regulatory agencies
controlling export, import and transit transaction¥he International Standard for Phytosanitary

! http://publications.apec.org/publicatiordetail.php?pub_id=1215
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Measures (ISPMy 12 developed by thenternational Plant Protection Convention (IPR@Y the
related documents prepared by the ePhyto Steering Grqupvides countries with detailed
guidance to facilitate implementation aflectronic phytosanitarycertificaion®. The ASEAN Single
Window has mplemented the ASEAN electronic certificate of origin and is planning the
implementation of electronic SPS certificates.

Prerequisites and challenges to implementing G2G paperless trade include the need for strong
government support to bring the varioustakeholders together, a trusted legal and data
transmission securitframework to give legal recognition te@rossborder electronic transactions,

and the implementation of a sustainable business model. IT systems may need to be upgraded to
issue, procesand receive electronic certificates on the export and/or import side.

On 28 June 2016he STDrganizeda Seminar to raise awareness of the opportunities and the
challenges related to the implementation of electronic SPS certification systems, niainly
developing countriesThe Seminar alsodientified good practice and considered avenues for future
action to support the smooth transition of developing countries from paper based to automated SPS
crossborder trade proceduresThis paper builds on thaformation presented during ik Seminar.

2 http://ephyto.ippc.int/
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Abbreviations

Abbreviation Description

CPM Commission on Phytosanitary Measures is the governing body of the IPP
ePhyto Electronic Phytosanitary Certificate for fresh products of plant origin
IPPC International PlahProtection Convention

NPPO National Plant Protection Organization

OIE World Organisation for Animal Health

SPS Sanitary and Phytosanitary

UNECE UN Nations Economic Commission for Europe

UN/CEFACT United Nations Centre for Trad&cilitation and Electronic Business
UNCITRAL United Nations Commission on International Trade Law

WCO World Customs Organization

WTO World Trade Organization

XML Extensible Markup Language
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1. Introduction

Crosshorder trademay be defined athe buyingand ®lling of goods together with the associated
shipmentand paymentwhere the buyers and sellers are located in different count@estification

by trusted authoritiesgenerally in the country of exporis commonly requiredo provide assurance

to the buyer or the competent authorities in the country of import, that the goods exported comply
with specified standards or criteria. T¢wstandards or criteria may be set by the buyer or may be
established byappropriate competent authoritiesn the country of importCriteria set by the buyer
address commercial requirements waibfficial SPS requirementetby the competent authorities
determine the entry of the goods into the territory of the importing caonies.

Paperless trade, angpecificallycrossb or der paperl ess trade, refers
basis of electronic communications, including exchange of tratbded data and documents in
el ectrohic form”.

Within the context of crosborder paperless trade,lectronic certification may be defined ashe
authenticated, secureand preferably nowrepudiated, electronic transmissionand receipt of
certification data including the certifying statement, frorm competent authorityin the exprting
country toa competent authorityin the importing country.

SPScertificates are used to attest that agricultural consignments meet certaanitary and
phytosanitary import requirementand are required for the majority of agricultural products traded
around the world Theyare issuedby the relevant competent authoritpf the exporting countryA
phytosanitary certificate for export or for rexport can be issued only by a public officer who is
technically qualified and duly authorized ByNational Plant Protection Organization (NPP& is
usually issued by the NPPO of the country where the plants, plant products or regulated articles
were grown or processed. Phytosanitary certificates asuéd to indicate that consignments of
agricultural products such as plants, plant products or other regulated articles meet specified
phytosanitary import requirements and are in conformity with the certifying statement of the
appropriate model certifica. For the safety of food products for consumekgrious national
institutions can be designated as tlsempetent authoriy for food safety issuedepending on the
administrative arrangement of eaaountry, the type of products (processed or unprocesgadnt

or ani ma land the typg of riskbeing)managedsuch as maximum residue limits or absence
of pathogens, etd. In the case of requirements related to animal healtbertification is the
responsibility of the veterinary authority.

An eletronic SPS certificate is a certificate produced and transmitted electronredligr than as a
paper document Many countries have the capability to produce electronic SPS certificates, where
the application, inspectionequestand certification process fully electronic. Howevedue to the
current common practice on the import side of accepting only paper certificates, etrerse
countries capable of producing an electronic SPS certificate pyinlt a paper version o SPS

3 http://unnext.unescap.org/fcpigmwple.pdf
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certificate for the exporter, who provides this to the importer with the other delivery documents.
The importerwill then submit the papelSPXertificate tothe Customs or appropriate competent
authority on the import sidefogether with theimport declaations and other clearance documents
For the electronic SPS certificate, the issuing authority on the export side can send Iy dir¢be
designateccompetentauthority on the import side.

Thereis significantactivity around pilots oendto-end electronic SPS certificate process albeit

the paper SPS certificate may still be provided. For exanfgethe export of agricultural goods
from Australia to thePhilippines in pilot mode the Australian Quarantine and Inspection Service
(AQIS) sends igdectronic SPS certificate the Philippines Department of Agriculture Trade System
which is matched electronically to the import permit, while there is a manual process for matching
to the paper SPS certificate.

This paper builds on the informatigeresented during the STDF Seminar on electronic certification
held on 28 June 20161t provides an overview of expeitport business processes, customs
clearance and specifically electronic SPS certificates within the overall supply chain context. It
identifies both the advantages of paperless trade and electronic SPS certificates, as well as some pre
requisites and challenges in their effective implementation. International standards and regional
trends that may be relevant to addressing the challengesniplementing paperless trade and
electronic SPS certificates aa¢so highlighted including related UNCEFACT recommendattbas,

state of play in the area of electronic certification within the work of the SPS starsadtidg

bodies and legal acceptae of crossorder electronic transactions.

* Please see Annex A.
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2. Overview of Cross-Border (Paperless) Trade Processes

A simplified overview of the processes involved in global supply (and distribution) trade cisains,
provided bythe UNECE developed bakippay model, ouined below

AN

Identify Potenitading Par.

Establish B
Custome Suppliel

S <__~ $
. ..

.“ b P a ) d -
Authorit Intermedi

Credit Checl
Services)

Manufacture

@

The (potential) customer and supplier (buyer asellen identify each other as potential trading

partners and after mutual due diligence, including check on creditworthiness, they may tagree
establish a business relationship. The “customer
““manuf ahetgaodsel’ may subontract the manufacturing or part of the manufacturing to
another . The ¢€dpdsedarrcdsottoinders " “ This is commonl)
“int ermedi ary” such as a fr ei gfotexampleusirgandoeeen who m
carrier. During the shipment process, required government documents such as customs declarations

and SPS certificates may be submitted to the ap
i mport. “Payment " payment tftieeservices cahdered assodlated with the

shipment of he goods is then made.

Expanding on this simplbuy-shippay model of the international supply chajnthe following
diagram from theUN E CE prangsfar coflaboration in international trade: loiimng a common
Single Window Environmeént illustratesmultiple underlying layers including the transport supply

® http://www.unece.org/ece/trade/411.html|
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chain processes and transport infrastructure management, and regulations for transport and for
trade, togetherwith some examples of systefithat may be involved.

'¢i¢ " International : e-Commerce
1. ,Z \ Supply Chain Buy Ship Pay
>
a by 2 - " eFreight (IATA e-
ranspo P Pr 1 .
2. ; gﬁ & Supply Chain DreEz::;tor Export Transport ?;::no' Import :rEIghts),'l'track &
& race Systems

Port Community
System (PCS),

Warehouse Warehouse
- Port Operati -
Operations >> Lt > Information

Systems

. " Maritime SW,
Permit & Certificates ’
ﬁﬁ Transport Nautical-technical -
+ B ! ]‘ Regulations. for Traffic Control services e-Navigation,
Q Vessels SafeSealNet
(=4 Trade SW,
s e.‘-’ EU de? e-Customs.
- = Regulations - >
—=_| == NCTS, eCITES
-

Each of the layers illustrated in the diagram deals with a specific workflatvaddresses specific
objectives:

The international supply chaitayer deals with the processes related to the trade transaction
including the purchse and order phase, the regulatory and transport phase and activities link to the
settlement of the payment.

The second layer represents all the processes that are included in the transport supply chain that
deals with all activities required to move tlgwods from the seller to the buyer. This layer includes

all activities related to the preparation for export, exportation and importation processes and the
transportations between the point of export to the import destination.

To support crossborder transportation processes,a sophisticated infrastructure is required
including facilitiessuch as sea ports, air ports, loading platforms or warehouses. These facilities
constitute the transport infrastructure management represented in the layer 3 of the diagra
Crosshorder transport of goods is subject to a regulatory framework tkamprisesseveral
procedures for each type and at each step of the transport. These are represented under the fourth
layer "transport regulations”.

Finally, layer 5 encompassesde-related regulations and procedures such as customs declaration
and clearance and SPS certification.

Within this context, crossborder transactions or documenissome or all of whichmay be
electronically exchangeahay include:

® |ATA- International Air Trangort Association d-reight Initiative for paperless exchange of air cargo
documentsNCTSEU’ s New Customs Transit System
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(CrossBorder) Trade Transactiorend documents

Exchange of trader profile information between Members in support of risk management initig

Certificates of Origin and related utilization status or in some situations where the exportastisd
there is a trend towardSeltCertification (of Origin) on Commercial Invoice, submitted by
exporter to Export Customs, shared with Import Customs and optionally Importer.

Export Licenses, Permits and Certificates required for Import

3.1 SPSertificates for food and agricultural products

3.2 Other certificates related to health and community safety

Export Customs to Import Customs including

4.1 Customs Declaration

4.2 Commercial Invoice and if needed, Packing List submitted by exporter prior to depg

Export ManifestSummaries, (House and Master) Manifests listing details of the car
be shipped submitted at point of departure, shared with Import Customs and optio
4.3 with Import forwarder and Shipping Agenrtpr ovi d-asr i“ypale” co
loading detailsto Customs for the total vessel (Master Manifest) and House Mani
consolidating forwarders consignments who book space on the vessel.

4.4 Customs Inspectiorghared by export Customs with Import customs

In support of prearrival clearance, Ocedrogistics documents

Transport Documenticlude House and Master bills of lading, sea waybills, etc. H
bill of lading is submitted by forwarder and Master bill of lading by carrier prior to
5.1 point of departure. These documentshared with Imprt Customs and Agencie
optionally with Import Forwarder and Shipping Agent to provide proof of carriage
accurate carriage details.

In support of prearrival clearance, Air Logistics documents

Transport Document (masteair waybill, houseair waybil) - house bill submitted by
forwarder, master bill by carrier prior to / at point of departure, shared with Imf
Customs and Agencies, (and optionally with Import Forwarder and Shipping Age
provide proof of carriage, accurate details.

6.1

Payment of Goods, including the use of Letter of Credit and Open Account, by way of preseg
of all required documents
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The diagram below depicts crossborder trade transactions that are (can be) carried out
electronically. Potentiatrossborder electronic exchanges betweegovernment authoriies in the
exporting and importing countries arghown in red.These include the exchange of: (i) economic
operator profile, (ii) licences and certificates, (iii) logistics documents; and (iv) Customs adsume

Cross Border Paperless Trading Flow
Exporters / . 4a. Provide 5a. Request 7a. Book and 8a. Provide -
Consignors / 1a. Register 2b. Accept - Manufacture Delivery Export Initiate Customs 11b.Receive
A with Authorities Order Goods . oods Paymen
Suppliers Documents Licenses, Certs Transport Export Docs
A h
Logistics Providers -
(Forwarders, Air/ 1b. Register a:: '?::.',Z"En
Port, Carriers) - with Authorities Googe”
Export
Government 1 A¢ o at:'CI Y :
A N c. Approve . Issue .Clear for
e dae"gf:t oms Registration; Export |——— " »  Export
(Exgpo oy Monitor Licenses,Certs (Customs)
t l v
1d. Exchange 5¢. Send 7c. Send 8c. Send
B .
c?:;ha:r:er Economic L Certs Logistic Docs | [Customs Docs
g Operator Profile to Import Side to Import Side to Import Side
Soysinment 1 A¢ 6b. I I—b 9b. (.‘.Il fe 1—,
N e. Approve . Issue . Clear for
inclugienéf:toms Registration; Import > Import
g Monitor License,Certs (Customs)
(Import) T X
1 N A 4
'Fjog'.s!;'cs 1%, Roaistor with 10a. Submit 10b. Collect &
rovi er_s - eglster wi Manifest Deliver Goods
(Forwarders, Air/Port, Authorities N
. (Fwdr/Carrier) (Forwarder)
Carriers) - Import
| q / 7_7L_7 r A 4 A 4 J
mporters . ~ 4b. Receive 6a. Request 9a. Provide 10c. Record -
Consignees / wilrgl-:.:iglosrti‘:ires ( Zzzf:r ) Delivery Import Customs Receipt of o::dasllgla:lar:leen
Buyers ~ Documents License, Certs Import Docs Goods Y
Existi [r] Flows — Il Potential Authority Related Electronic Cross Border Flows:
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3. Electronic SPS Certificate - Example Cross-Border Flow
To illustrate the process of an electronic SPS certificatagxample crosborder flow focussing on
ePhyto for fresh products of plant origisishown below.

Example Flow of Electronic Phyto-Sanitary Certificates o Edisting Flows—
. ) . 4. Apply, Get Phyto- .
B | | T o s comgose— | ot Cuoms
2 N——p| Residues Certs, CO (5-1a)
] 1 16, Phyto-Sanitary,
2‘0. co— |V, .. Cert.“,, lication 'P. plicati ' Inspection
\ v v Report v 12. Customs
£ Export Declarati
é g § 6c. Issue Certificate of Origin 8b. Issue Pesticide Residue 6a. Issue Phyto-sanitary 5. Insgectr? °°d'5 (?—1b) I':’c;.r;t::a:rizlrsn
£ad (Trade Dept) Cert (Dept of Health) Certificate (Dept of Ag) ( e e Cort Reference
g8Le< griculture)
— [ ] t N
e |—16 Phyto-sanitary Certificate——— ™
o ) 16. Pesticide Residue Certificate . - "y y 10.Clear for Export
g “é_ Import Permit import Pemmi Certificate : 16. Pecs:rc;li;iii:::sndue—: (Customs) (gh)
su >
— N
= 20. ATIGA Form D] 21. Agency/Customs Inspection/]|
3 LA J Clearance
25 3.end Import Permit 11. Send to Import | 16. Phyto-sanitary,
@S to Exporter / Agency | Customs Pesticide Residue Certificate
] [—————21. Agency/Customs —
o T Inspection/Clearance
iy Impot't Permit
28 = *
§5% 13. Import Customs Declarati
= <: = 2 Issue . 14. Inspect Goods (6b) mp%—lnusspoerg:io:ccaer:a-t:i%!lcare
t2E Import Permit y
3s5= 16.Phyto-Sanitary 16. Phyto-sanitary,
] Certificate [ Y Pesticide Residue
= 16. Pesticide Resid Certificate)
Certificate
2= 20.cO 3 v
g =3 N 16. Clear for Import
& " (Customs) (9b)
I
5 1. Importer apply for 8. Receive Delivery 13. Apply for Inspection of 15. Provide Customs Import
5 Import Permit Documents (4b) Goods at Quarantine (6a) Docs (9a)
E * A
Reference # of 16. Phyto-sanitary,
Pesticide Residue Certificate
The steps involved are explained in the table below:
# Description Who
1 | Apply for Import Permit Importer
2 | Approve and Issue Import Permit Permit Issuing Agenc
(e.g. NPPO for the plan
import permit)
3 | Send Import Permit to Exporter, Export Customs, Certifi¢ Import Agency through
Issuing Agency for SRS®juirements CrossBorder Exchangeg
facilities
4 | Apply for phytosanitary certificate, pesticide resid| Exporter
certificate, as well asCertificate of OriginApplications are
addressed tothe relevantagencies which in this case ar
distinct (in the example above, Trade Department for
Health Department for the pesticide residue certificate 3
NPPO for the Phytosanitary certificat&n arrangement mus
also be made to have the goods inspected. Quote the Im
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# Description Who
Permit Number on the application for the Phytosanits
Certificate
5 | Inspect the goods to ensure they meet theytosanitary| NPPO assigned
criteriarequired bythe importing country inspector or equivalent
6a | Once the goods are inspected, review and issue phytosan NPPO
certificate
6b | Issue the Pesticide Residue Certificgter conducting any Competent  Authority
required tests) for food safety issues
6¢ | Review and issue Certificate of Origin Department of Trade o
equivalent
7 | Once the set of certificates is issued, send these together | Exporter
the delivery document set to the importer
8 | Receive the delivery document seand prepare for import. | Importer
9 | Submit customs export declaration for export clearan Exporter
together with, if required by local regulations, the referencs
to the relevant certificates
10 | Clear goods for export Customs (Export)
11 | Send tathe competentauthority on the import side via CrossBorder
Exchange facilities
13 | When the goods are close to arriving, request an inspectiq Importer
the goods at quarantingf required.
14 | Inspect goods and sendimspection certificate to Customs | NPPO
15 | Submit customs import declaration for import clearan({ Importer
including the references to the 4 certificatedPhytosanitary;
Pesticide Residue, Certificate of Origin, Import inspec
certificate
Note ¢ no need to submit paper certificates tonport
declaration
16 | Clear customs for import, with automatic check against € Customs (Import)

of the certificates received from the import authority

A number of countries including developing countries are managing the transition to electronic SPS

certificates at various stages of implementation.

Examples of successful implementation of ePhyto have been repdited.financial and technical
assistance fromthe Netherlands, Kenya has experimented and made enormous progress in
development and application of electronic phytosanitary certificatiBnsurvey conducted by the
Asia Pacific Plant Protection Commiss{@iPHPC) highlightedhat ten countries had a system for
ePhyto at the time of survey (2014). Among these, five countries could only send electronic

certificates while the other five countries could only receive electronic certificates.
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On the animal productside, examples include thBhilippinesthat receiving electronic certificates
for meat imports, andhe fully paperless exchange bkalth certificates between the Netherlands
and China for dairy products.

4. Benefits of Paperless Trade and Electronic SPS Certificates

There are significant benefits that may accrue with ciosler paperless trade. An Asia Pacific
Economic Cooperation (APEC) sfualyalysed the benefits of an Electronic Certificate of Origin (e
CO) exchanged between exporters in Korea and iep® in Chinese Taipei and estimated that on
average, exporters experienced a reduction of two days in processing time and total savings of USD
274 per container (Twenty Foot Equivalent Unit (TEU)), while importers experienced a reduction of
three days irprocessing time and total savings of USD 397 per container (TEU).

The 2014 UN E Bstinfafihg theeBerwfitst of CreBsrder Paperless Tratfeestimates that

partial implementation of crosborder paperless trade measures would be associated with an
export increase of $36bn annually. Under a more ambitious scenario of full regien
implementation ofcrossborder paperless trade, the export gawould be of the order of $257bn
annually. The time required to export would fall by between 24% and 44%, and the cost by between
17% and 31%, depending on the reform scenario considered. Total direct cost savings across all
trade would be approximately 1pn annually for partial reform, and $7bn annually for full
implementation.

Issues with papebasedcrossborderexchange of SR®rtificatesspecifically and papdrased trade
in general, includeisk of fraudand the associated introduction of SRiSks with a noncertified
shipment administrative costs, and delays in clearance. This is ddeuble entry of datamanual
matching processes, transmission delays, aesuling errors andcorrections. A keybenefit of
electronic SPScertificates in partiular, andother exportside certificates that are required for
import, is enhanced authenticity and integrity othe data contained in the ertificate and
corresponding reduction ithe risks hat the certificateis delivered to controlAs noted above,he
recommended process is for the electronic Certificate to be sent dirécm the issuing authority
in the exporting country tahe designateccompetent authorityin the importing country. Electronic
certificates also provide improved efficiency, reddcadministrative costs and reduced clearance
times due to electronic transmission withumated validation and crosshecking against the
import permit and import declaration The opportunities for faster clearance ameferably, pre-
arrival clearancare especially critical for agricultural and food products with a short shelf life.

" http://publications.apec.org/publicatiordetail.php?pub_id=1215
8 http://www.unescap.org/sites/default/files/Benefits%200f%20CreBsrder%20Paperless%20Trade.pdf
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5. Standards and Trends Related to Paperless Trade

The followinginternational legal frameworkstandards and trendsnay be relevant in helping to
address some of the challenges to implementing paperless trade in gea@dklectronic SPS
cettificates in particular.

5.1 GENERAL INSTITUTIONAL AGREEMENTS, ARRANGEMENTS, AND STANDARDS
5.1.1 WTO Trade Facilitation Agreeme nt’ and SPS Agreement 10

The Trade Facilitation Agreeme(fFA)of the World Trade Organizatiocontains provisions for
expediting the movement, release and clearance of goods, including goods in transit. It also sets out
measures for effective cooperation between customs and other appropriate authorities on trade
facilitation and customs complianégsues. It further contains provisions for technical assistance and
capacity building in this ared&he entry into force of the TFA is likely to provide an impetus to
countries to stepup their efforts for the implementation of paperless trade includingcé&ronic SPS
certification. The TFA providdsr additional obligationsfor members related to the enforcement

and application o65PS measures. As such it closely linked to the WTO Agreement on the Application
of Sanitary and Phytosanitary Measur&P§S greemen) that sets out the rights and obligations of
WTO members when taking measures to protect human, animal and plant health. In particular, the
TFA is related tdnnex Mf the SPS Agreement that disciplines timplementation of SPS measures

as follows:

Membersare required to avoid unnecessary trade disruption and transaction costs for traders when
performing control, inspection and approval procedyrieeluding:

no undue delays;

information requirements limited to what is necessary;
non-discriminatory fees (not higher than actual cost of service),
non-discrimination in siting of facilities and selection of samples;
establishing arocedure to review complaints, take corrective action, etc.

= =4 =4 -4

5.1.2 UNESCAPArrangement on Facilitation  of Cross-Border Paperless Trade in Asia
and the Pacific 11

UNESCAPsegional arrangementaimsto simplify the mutual recognition and interoperability of
el ectroni c d o ¢ u me nThes objective tofi thel meserdt Ageermentramewiork
Arrangement isto promote crosdorder paperless trade bgnabling exchange and mutual
recognition oftrade-related data and documents in electrorigdm and facilitating interoperability
among national and subregional single windovesid/or other paperless trade systenmi®r the

® https://Iwww.wto.org/english/tratop_e/tradfa_e/tradfa_e.htm#tradfac
10 hitps://www.wto.org/english/tratop _e/sps_e/spsagr_e.ht
M hitp://lunnext.unescap.org/tipub2684.pdf
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purpose of making international tradeansactions more efficient and transparewhile improving
regulatory compliance

5.2 TECHNICAL E-BUSINESS STANDARDS AND RECOMMENDATIONS
5.2.1 DATA Interchange related Standards

UNECBEJNCEFACdevelopedUN/EDIFACT (the United Nations rules fortiee Data Interchange

for Administration, Commerce and Transport) which comprises a set of internationally agreed
standards, directoes, and guidelines for the electronic interchange of structured datawéen
independent computerized information systems. Recommended within the framework of thedJnit
Nations, the rules are gwoved and published by UNECE in the UNTDID (United Nations Trade Data
Interchange Directory) and are maintained under agreed pdaces.The GOVCBR message for
example is theGovernmentCrossBorderRegulatory message.

UN/CEFACT also publishes the Core Component Library islsictollation of data elements and
composite data elements that may be used to compile business document structures using a
commonly understood terminology. e@ is an XML based document structure for an SfRbother
certificatesthat utilizes the Core Goponent Library where possible.

5.2.2 Recommendations related to infrastructure

UN/CEFACT has developed a numbeecdbmmendations which are relevant to the implementation
of paperless trade facilitiemnd notably those related to the establishment aigle windows.

UN/CEFACT Recommendation. B3 - Single Window RecommendatiSndefinesa Single Window

as a facility that allows parties involved in trade and transport to lodge standardized information and
documents with a single entry point to fuléilll import, export, and transitelated regulatory
requirements. If information is electronic, then individual data elements should only be submitted
once.

ltalsostatesd 1 KS AYLX SYSy (Gl A2y 2F | {Ay3tS 2AyR2g Oly
and trade. For Governments it can bring better risk management, improved levels of security and
increased revenue yields with enhanced trader compliance. Trading communities benefit from
transparent and predictable interpretation and application of ruéag] better deployment of human

and financial resources, resulting in appreciable gains in productivity and competitiveness

And suppl e me iThe wuse tofhstasdards iarid havailable tools will help ensure that the
systems developed to implement tléngle Window are more likely to be compatible with similar
developments in other countries, and they could also help in the exchange of information between
such Single Window facilities over time. In addition, the use of existing tools and best practices
should help reduce the overall cost of implementation, as the project will be drawing on work already
completed by other international standards organizations

2 hitp:/iww.unece.org/fileadmin/DAM/cefact/recommendatins/rec33/rec33_trd352e.pdf
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UN/CEFACRecommendatiorNo. 35 - Establishing a Legal Framework for an International Trade

Sngle Window? provides advice and guidance in the form of a Checklist of the common legal issues
encountered when introducing a Single Window facility. NBI ¢ Ay 3 f S3artfte& Sylof A
International Trade Single Window constitutes, thereforge of the main challenges for countries

and economies establishing such a national facility and/or seeking to exchange information with

other Single Windows. For many governments, the list of legal issues will provide the basis for
discovering other issueslated not only to B2G and G2B transactions but also to the broader B2B
SYGANBYYSyYyG yI A2yl Retotnmehdation 35 dlso Sdntainsiindigayiond réladed

to the compliance of a national legal framework with international regulations dgatibns.

The UNCEFA®EecommendatiorNo. 34 - Data Simplification and Standardisation for International

Tradé” recommends a simple, easy-use and cost effective 4 stage process to achieve the creation

of a national simplified and standardised datasét? KSy dzy RSNI I {Ay3 GKS &A
standardization exercise, Government should have a clear objective for the way in which the National

Data Set will be used, whether to meet purely domestic trade needs or for incorporation into a
national Single Widow facility or utilization in any regional trade agreements, bilateral

FNNJ yaSYSyida 2NJ 20KSNJ GNI RS LINR(G202f a¢ o

5.3 EXISTING FRAMEWORKS UNDER THE WCO

The WCO Revised Kyoto Convention (RKC) provides extensive guidance to customs autharities on
variety of procedures in paperlessrossborder exchange.The RKCas well as the WCO SAFE
Framework of Starmtds (Standard No 6) encourage Customs administration to adopt
implementation of the advanced submission of cargo information prior to vesagival. Advanced

pre-arrival submission was introduced by several countries for security purplisegjuiresmore

detailed consignment information to be submitted to the importing Customs authority prior to
vessel’'s arrival and i nalsewedhe cases, even before

To implement the concept of an authorized supply chain requires the sharing of information
between Customs administrations. Bringing benefits to Customs, as outlined in section 2.2 of the
WCO SAFE Framework of Standards, it stat@sy’ S @ain thiuktSof the SAFE Framework is to
establish and enhance CustotasCustoms network arrangements to promote the seamless
movement of goods through secure international trade supply chains. These network arrangements
will result, inter alia, in the ehange of timely and accurate information that will place Customs
administrations in the position of managing risk on a more effective basis. Not only will this improve
the ability of Customs to detect higisk shipments, it will also enable Customs adistriations to
improve their controls along the international trade supply chain and make for better and more
efficientt £ £ 20F GA2y 2F [/ dzad2Ya NBaz2dzNOSa¢ o

To harvest this benefit, again from section 1.3.8 of the WCO SAFE Framework of Standards

G bl (A 2igfation miistScantain provisions to allow Customs to transmit information they collect

for their purposes to other Customs administrations. If not, such provisions must be developed and
enabled. The guidelines for the Development of National Law for thect@m and Transmission of

/ dzadi2YyYa LYyF2NX¥YIFdA2y YI& 06S dzaSR F+ta | olaira G2 R

daly

3 hitp:/mww.unece.org/fileadmin/DAM/trade/Publications/ EGERADBO1E Rec35.pdf
4 hitp:/mww.unece.org/fileadmin/DAM/trade/Publications/ EGERADRBOOE Rec34.pdf
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TheWCO Data Model Version 3.0 i ncor-pooderavhotesf- t he * S
government'’ approach, c qguirementsofgustonestbutalsolfoythokeoof t h e
partner crossborder regulatory agenciedt includes a Message Implementation Guideline for the

new UN/EDIFACT Government Cr@swder Regulatory message (GOVCBR), which was developed

by the Data Model ProjecTeam t o represent the =entiof-e requ
Government Si ngl-eordéVireleaseoivgood$, containers, arsl means of transport.

5.4 SANITARY AND PHYTOSANITARY SPECIFIC STANDARDS AND DIRECTION
5.4.1 International Plant Protection Convention - ePhyto

Article 1 of thelPPGstatesdWith the purpose of securing common and effective action to prevent the
spread and introduction of pests of plants and plant products, and to promote appropriate measures
for their controX¢ The Commission on Phytosanitary Measures (CRMKiixh is the governing body

of the IPPC, has the objective wentify actions to control the spread of pests into new areas by
developing and adopting international standards while facilitating trad@014 the CPM approved
Appendix 1Electronic phytosanitary certificatgs information on standard XML schemas and
exchange mechanisnts the International Standard for Phytosanitary Measu(PN 12 which
describes theformat and contents of ePhytpghe mechanism for exchangend giidance on
harmonized codes and schema

CPMis leading the ePhyto projegtith the goal toimprove the capacity of developing countries to
facilitate safe, secure and efficient trade in plants and plant products through the establishment of a
selfsustaining global framework for electronic phytosanitary certificatibine project will develop

the ePhytosolution whichconsists of: (ig Generic National Systefor the production, sending and
receipt of electronic phytosanitary certificates for countries which do not have such a system, and
(i) a hub which facilitates the transfer of electrongertificates between NPPOs and is easily
accessible and free of costly bilateral agreements required for point to point systems will make
electronic phytosanitary certification feasible for many developing countdese established and
accessible to alContracting Partiesthe ePhyto Solutiorshould enable them to communicate
phytosanitary assurances in a modern, cost effective and globally harmonized way.

5.4.2 World Organization for Animal Health, OIE 16

The OIE Animal Health Code provides the starsléod veterinary certificationThe OIE haalso
provided standards for electronic certificatio@rtification may be provided by electronic exchange
of data sent directly from theéVeterinary Authorityof the exporting countryto the Veterinary
Authority of the importing country

The standards set out thatystems providing electronic certificates normally provide an interface
with the commercial organisation marketing ttmmodity for provision of information to the
certifying authority. The certifyingzeterinarian should have access to all information such as

5 hitp://ephyto.ippc.int/
18 hitp://vww.oie.int/
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laboratory results andanimal identificationdata. When exchanging electronic certificates and in
order to fully utilise electronic data exchange theterinary Authoritieshould use internationidy
standardised language, message structure and exchange protocols. Guidance for electronic
certification in standardised Extensible Markup Language (XML) as well as secure exchange
mechanisms betweeVeterinary Authoritiess provided by the United Natis Centre for Trade
Facilitation and Electronic Business (UN/CEFALEecure method of electronic data exchange
should be ensured by digital authentication of the certificates, encryption,-repadiation
mechanisms, controlled and audited access arehfalls.

5.4.3 Codex Alimentarius 17

The Codex Committee on Food Import and Export Inspection and CertificajistemgCCFICS3

the committee of Codex that deals with standards related to certification proceduteslex
guidanceon electroniccertification is contained in Codex guideline CAC/GL 38 2001: Guideline for
design, production, issuance and use of generic official certificates (Sections 2, 3, 4, 8 &inel 9)
Guidelines ee applicable regardless the mode of transmission (paper or releic). As part of these
guidelines certificates are defined as paper or electronic documents édudild meet the
requirements of the importing countryThe guidelines stipulate thahé competent authority of the
exporting country is ultimatelyesponsibé for any certificate it issues or authorizes to be issued.
2016, CCFICS decided to an electronic Working Group to assess the review existing Codex guidance
with regard to the implementation of electronic certification and to identify the outstandingsga
and the way forward.

5.5 REGIONAL ARRANGEMENTS TO SUPPORT PAPERLESS TRADE
5.5.1 ASEAN Single Window (ASW)

The Association of South East Nations (ASEAN) comprising Brunei, Cambodia, Indonesia, Laos,
Malaysia, Myanmar, Philippines, Singapore, ThaitardiVietnam, has established the ASEAN Single

Window (ASW) for the paperless exchange of trade information amongst its members. It has agreed

the Protocol for the Legal Framework as the legal basis for recognizing the electronic transactions.
“LivebnetedSBEAN Trade i n Goodscartificatds@frosgeraent ( AT
now being exchanged amongst some of the member states.

The electronic SPS certificate is a priority for implementation in the ASW.

5.5.2 ASEAN Customs Transit System (ACTS)

The ASEAN Customs Transit System (ACTS) is an ASEAN initiative that aims to automate the requisite
information flow related to the Goodm-Transit by land between AMS that involves transiting over

one or more jurisdictions, under a single Customansit declaration and a single guarantee valid
throughout the transit. In 1998, Member States signed the ASEAN Framework Agreement for the

7 hitp:/ivww.fao.org/fao-who-codexalimentarius/aboutodex/en/
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Facilitation of Goods in Transit (AFAFGIT) which detailed out a set of measures designed to facilitate
transportation of goods in transit and to simfyt and harmonize transport, trade and customs
regulations. ACTS also set the objectives which underpin the visioneofABEAN Economic
Community.

Drawing parallel experience from the EU transit regime, an IT infrasteicimilar to that of the
E U 'New Computerizedransit S/stemis prerequisite to the implementation of the information
exchange required under the ACTS business model.

5.5.3 Pan Asian e -Commerce Alliance (PAA )

The Pan Asianr€ommerce Alliance aims womote and provide, amongst its membership, secure,

trusted, reliable and valuadding IT infrastructure and facilities to enhance seamless trade globally.

A Certification Authority (CA) Mutual Recognition Scheme and supporting legal framework,
underpinned by the PAA Certificate Policy managed by the Pan Asian Certificate Policy Authority
(“PAA Policy Authority”), has been established t
the participating CA’ s and icsactviteswithn the merbershipr oni ¢
of PAA. Its members are government linked service providers from China, Indonesia, Hong Kong,
Japan, Korea, Macau, Malaysia, Philippinegéiore, Taiwan, and Thailand.

5.6  TRADE FACILITATION TRENDS AND DEVELOPMENTS
5.6.1 Risk Management, and Secured Supply Chains

A key focus for governments, is to facilitat@ssborder supply chain processes, while ensuring the

security and community health and safety of participating countries, collecting applicable revenue,
enforcing export and import regulations, protecting IPR and combating smuggling. A common
strategy approach is, for example, as described in the WCO SAFE Framework of Standards, is to
establish a risk assessment and management regime where shipments handlédtbhyu st e d
economic operators” are perceived as l ow ri sk’

regulatory intervention, and perceived “high ri:
thoroughly.
This strategy will be particularly effecte i f n-a¢towmtd i yy ™ iemconomi c oper at

but also all the economic operators within specified supply chains are also trusted. As described in

the WCO SAFE Framework of Standards section BidilK S ! dzi K2 NAT SR { dzLJLJ & /
under which all participants in an international trade transaction are approved by Customs as
observing specified standards in the secure handling of goods and relevant information.
Consignments passing from origin to destination entirely within such ia @h@uld benefit from an

integrated crossorder simplified procedure, where only one simplified declaration with minimum
AYF2NNIEGAZ2Y 62df R 0S5 NBIJAdANBR F2NJ 620K SELRZNI |y
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5.6.2 National Single Windows

Worldwide support for Singl&i ndows i s c | ear Trendshie colldbbERatE npaper
international trade: building a common Single Window Environii&int Section 2, cites a World

Bank study that 71 economies have implemented Single Window systemsT e identifies

Single Vihdows, (Article 10.4) and [Cross] Border Agency Cooperation (Article 8.2) as important
tools for international trade facilitation.

UNCTAD desloped the ASYCUDA (Automatsst®m for Customs Data) which is used by smaller
Customs organizations and is bhgiexpanded to provide a degree of single window capalaiityell
as ASYCEB®felectronic SPS certificates.

6. Challenges in Implementing Paperless Trade and electronic SPS
certification

While crossborder electronic Busines®-Business (B2B) exchanges are common and have been for
many years, G2G relateztossborder electronic exchanges supporting supply chain processes are
still in their infancy. Prerequisites and challenges to implementing G2G papgddssinclude the
following:

6.1 GOVERNMENT POLICY AND SUPPORT

The need for strong Government policy for Trade Facilitation and the associated paperless trade
implementation, together with higtevel support to drive agreement and the establishmenthaf

supporting legal framework is a prequisite for G2G paperless trade. This, and related institutional
arrangements are addressed in Chapter 2 (®)the UNESCAP repod 9 Y Kl yOAy 3 wS3IA
Connectivity: Towards a Regional Arrangement for the Faamlitadbf Cros$order Paperless

¢ NJ R SHe report analysegour possible modelsof institutional arrangemerg that can be

i mpl emented by the “Contract i ngcrogshorderielecschic t o a
information exchange (semble below. The Model 3 is recommended to be adopted as it makes
paperless exchange binding while leaving flexibility on the scope of implementation.

18 hitp://vww.unece.org/eceltrade/411.html
¥ hitps://www.wto.org/english/tratop _e/tradfa_eftradfa_e.htm#tradfac
2 hitp://unnext.unescap.org/tipub2684.pdf
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Application scope Model Description

Paperless exchange of information and documents
binding for all Contracting Parties: all regulatory
information to be exchanged through national
Single Windows

Paperless exchange of information binding
between all Contracting Parties: flexibility
regarding type of data and document exchange and
Glabal Model 3 number of agencies involved in such exchange
(customs and/or other identified agencies).
Countries develop national Single Window on a
Regional “best endeavour™ basis

Model 4

Paperless exchange of information on voluntary
basis, data and document exchange through Single
Window involving all agencies and all data
(customs and other regulatory agencies): countries
to have flexibility in choosing partner countries for
data and document exchange

Paperless exchange of information on voluntary
basis, flexibility regarding type of data and
Model 1 document exchange (customs and/or other
identified agencies). number of agencies involved
and choice of partner countries

Bilateral Model 2

6.2 LEGAL FRAMEWORK

As many jurisdictions provide explicitly for paper documents and handwritten signatureghiansl
included in many esoteric and sometimes unexpected areas, legislation needs to be
comprehensively examined and changed to give legal recognition to electronic transactions and
electronic forms of authenticationKey factors in the recognition ofrossborder electronic
transactions include trust in the authenticity and integrity of electronic transactions from another
jurisdiction, the liability in case of processing errors and the need for agreed dispute resolution
processesThe UNCITRAL Model Law Electronic Commerce may be used as a basis for upgrading
domestic legislation to give legal recognition to domestic arassborder electronic transactions.
While it is usually recommended that the legislation is technology agneskat is, no speific
technology such as Public Key Infrastructure (PKI) digital signatures is mentioned in the legislation
decisions are required practically on how to verify the authenticity of electronic transactions, and
putting such an infrastructure in place.

6.3 SUSTAINABLE BUSINESS MODEL

A sustainable business model for the-gming operation and evolution of paperless trade projéents
general and electronic SPS certificate project specificalyefered. This may be based on one of,

or a combination offevenue sources such as a private sector paid usage fee, government paid usage
fee, and/or direct government paid funding/subsidies. The revenue model should be based on the
premise that the perceived and actual, direct and indirect, benefits to the std#lels is
significantly greater than their costs, and that the fees charged will over time coveasttet and
operations costs of the paperless trade IT implementation and operafiba.major likely ondime

costs in establishing an electronic SPS deaté system include the costs for the initial business
process analysis and design, review and changes to legislation to recognize electronic transactions (if
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needed), the IT development, testing and implementation for both the export and import progesses
the IT infrastructure (if not using cloud services), ttressborder connectivity and integration
testing with thecrossborder partners, and training. The ongoing incremental costs include the IT
operation costs and help desk support.

6.4 IT READINESS AND AGREED DOCUMENT STRUCTURE STANDARDS

While many authorities have IT systems for the application and approval of electronic SPS
certificates and other documents, thappropriate system on the import side, also needs the
capability to accept these documts. In order to do this, there needs to be an agreed
communication protocol for the exchange of information between the exporting and importing
authority and an agreed document structure standard for the specific document being exchanged.

7. Conclusion

Electronic SPS certification can contribute significantly to facilitating safe trade through reducing
transaction costs, improving compliance with regulations and policies, reducing errors and fraud,
supporting risk management, and enhancing trust among tr@ggartners.In addition, there are
overarchingoenefitsimproving food security and contributing to Sustainable Development Goals.

Implementation of electronic SPS certification can act as a driver for reform, including by
streamlining import-export busness process, and by promoting regulatory reform and inter
institutional collaboration.

The existenceof internationally recognized standards facilitates exchange of electronic SPS
certificates byachievinggreater harmonization of requirements andaange frameworks, hence
reducing the resources required for bilateral arrangements amongst trading partners. This is
particularly crucial in view of the limited resources available in developing countries.

Prior toengagingn the automation of certification systems, developing countries should carry out a
comprehensiveanalysis of their export/import business process to identify their outstanding needs.
Any decision to invest in an electronic certification system should be made after due consideration
of the costs and benefits of such an endeavduikeypre-requisite br electronic certification is to
have an optimal paper certificate in place to start with, including a proper knowledge of principles
and provisions of the SPS Agreement and the relevant procedures undeelévant agreement

that sets out additional SP$Hrocedural requirements. Once that is in place, other-prquisites for
eCert includepolitical will a mature trade sector with a sustainable business model for all
stakeholders, and aadequate IT infrastructure and capabilities within the SPS autasriGuidance

and support is requirg to enable developing countries carry out their business process analysis,
map out their business process reengineering needs and undertake the necessahe oot
analysis to inform their investment decision.
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As @vernments and business trarisib to paperless documentation, greater-operation between
these two core groups is fundamental to ensure that data flows between B2G, G2G and B2B are
harmonizedandimplemented in a coordinated manner.
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Title Speaker and Organization

Electronic certification in the context of agricultural trade Jonathan Tat Tsen Koh,
CrimsonLogic

http://www.standardsfacility.org/sites/default/files/Ecert Presentation Koh Intro.pdf

IPPC's standards governing electronic phytosanitary certification: recent developments Craig Fedchock/Shane Selq,

IPPC
http://www.standardsfacility.org/sites/default/files/Ecert Presentation Fedchock Sela.pdf

Update on the work of the Codex Committee on Food Import and Export Inspection and Erik Bosker, CCFICS WG on
Certification Systems (CCFICS) in the area of paperless certification paperless trade

http://www.standardsfacility.org/sites/default/files/Ecert Presentation Bosker.pdf

OIE's standards governing electric veterinary certification Tomoko Ishibashi, OIE

http://www.standardsfacility.org/sites/default/files/Ecert Presentation Ishibashi.pdf

Standards of the United Nations Centre for Trade Facilitation and electronic Business Markus Pikart, UNECE
(UN/CEFACT) to simplify and automate agriculture frade

http://www.standardsfacility.org/sites/default/files/Ecert Presentation Pikart.pdf

Use of the World Customs Organization (WCQO) Data Model in the area of electronic Tejo Kusuma, WCO
certificate(s)
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http://www.standardsfacility.org/sites/default/files/Ecert_Presentation_Fedchock_Sela.pdf
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http://www.standardsfacility.org/sites/default/files/Erik_Bosker_BIO.pdf
http://www.standardsfacility.org/sites/default/files/Ecert_Presentation_Ishibashi.pdf
http://www.standardsfacility.org/sites/default/files/Ecert_Presentation_Ishibashi.pdf
http://www.standardsfacility.org/sites/default/files/Dr._Tomoko_Ishibashi_BIO.pdf
http://www.standardsfacility.org/sites/default/files/Ecert_Presentation_Pikart.pdf
http://www.standardsfacility.org/sites/default/files/Ecert_Presentation_Pikart.pdf
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http://www.standardsfacility.org/sites/default/files/Markus_Pikart_BIO.pdf
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Title

Speaker and Organization

http://www.standardsfacility.org/sites/default/files/Ecert Presentation Kusuma.pdf

Summary of the linkages between electronic SPS certification and other trade procedures,

http://www.standardsfacility.org/sites/default/files/Ecert Presentation Koh Summary.pdf

Jonathan Tat Tsen Koh,
CrimsonLogic

Lessons learned from implementation of electronic phytosanitary certification in Kenya

http://www.standardsfacility.org/sites/default/files/Ecert Presentation Syanda.pdf

Josiah Syanda, KEPHIS

Philippines' experience in the implementation of electronic certification to facilitate quarantine

Francis Norman Lopez,

clearance for animal products

http://www.standardsfacility.org/sites/default/files/Ecert Presentation Lopez.pdf

InferCommerce, Pan Asian
eCommerce Alliance

The Netherland's Client System: lessons learned from exchange electronic SPS certificates with

Benno Slot, NVWA

developing countries

http://www.standardsfacility.org/sites/default/files/Ecert Presentation Slot Moret.pdf

Initiatives in the Asia-Pacific Region to support implementation of paperless trade (UNNExT and

Maame Agyeben, United Nations

other initiatives)

http://www.standardsfacility.org/sites/default/files/Ecert Presentation Agyeben.pdf

ESCAP

From Customs automation to electronic phytosanitary certificates: UNCTAD's experience

http://www.standardsfacility.org/sites/default/files/Ecert Presentation David.pdf

John David, UNCTAD
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http://www.standardsfacility.org/sites/default/files/Francis_Norman_Lopez_BIO.pdf
http://www.standardsfacility.org/sites/default/files/Ecert_Presentation_Slot_Moret.pdf
http://www.standardsfacility.org/sites/default/files/Ecert_Presentation_Slot_Moret.pdf
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http://www.standardsfacility.org/sites/default/files/Ecert_Presentation_David.pdf
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